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Original image Forged image Truth: source and forged regions

== Object cloning

& | Object removal

* \ery challenint distinguish éopove from the frent, incidental similarities
« Goal: Automatically detect and localize the source (green) and the forged (red)
regions in forged images
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» We propose a dual-order attentive Generative Adversarial Network for image copy-
move forgery detection and localization.

* The 1st-order attention module extracts copy-move location aware attention map
and the 2nd-order attention module explores patch-to-patch inter-dependence.

 Extensive experiments strongly demonstrate that the proposed DOA-GAN clearly
outperforms state-of-the-art (BusterNet, DenseField, 3D PatchMatch, and others).

Visualization of the
1st-order attention on
two copy-move forgery

Images.
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Quantitative and Qualitative Result 15252

CASIA

CoMoFoD

Methods Year | Precision Recall F1

Block-ZM 2010 68.97 53.69  60.38

Det | DCT-Match | 2012 63.74 46.31 5346
Adaptive-Seg | 2015 93.07 2559 40.14
DenseFiled 2015 99.51 30.61 46.82
BusterNet 2018 48.34 75.12 58.82
DOA-GAN 2020 63.39 77.00 69.53
Block-ZM 2010 10.09 3.01 3.30
DCT-Match | 2012 8.80 1.90 2.40

Loc Adaptive-Seg | 2015 23.17 5.14 7.42
DenseField 2015 20.55 2091  20.36
BusterNet 2018 42.15 30.54 3372
DOA-GAN 2020 54.70 39.67 41.44

Methods Year | Precision Recall F1

Block-ZM 2010 51.72 20.87  29.74

Det | DCT-Match | 2012 50.48 2977  37.46
Adaptive-Seg | 2015 65.66 4337 5224
DenseField 2015 80.34 20.10  32.15
BusterNet 2018 53.20 5741 5522
DOA-GAN 2020 60.38 65.98 63.05
Block-ZM 2010 2.90 2.50 1.73

Loc | DCT-Match | 2012 3.53 341 2.03
Adaptive-Seg | 2015 23.02 13.27 13.46
DenseField 2015 22.23 23.63  22.60
BusterNet 2018 51.25 2820 35.34
DOA-GAN 2020 48.42 37.84 36.92
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Robustness Analysis
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Invariance Analysis on our self-collected dataset Number of correctly detected images on CoMoFoD

Bright Change(BC) JPEG Compression(]C) Contrast Adjustment(CA) Color Reduction{CR) Noise Adding(NA) Image Blurring(IB)
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F1 scores on CoMoFoD under attacks




Extension to Other Manipulations

Image Splicing Localization
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Source Target
Method | oy F1 McC | U F1  McC
DMVN 372 484 323 | 420 535 36.7
DMAC 76.5 812 767 | 856 900 85.2
DOA-GAN | 864 910 86.2 | 924 954 918
Video Copy-move Localization
F1 Score IoU
Method S T A S T A
PatchMatch [1 1] - - 11.7 - - 0.8
DMVN 272 338 372 | 205 2576 273
DMAC 39.5 390 452 | 311 305 353
DOA-GAN 629 623 65.0 | 50.7 496 533
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